INFORMATION SYSTEMSAUDIT OF

THE DB2 DATA BASE MANAGEMENT SYSTEM

FEDERAL DEPOSIT INSURANCE CORPORATION
OFFICE OF INSPECTOR GENERAL

April 10, 1996



INFORMATION SYSTEMSAUDIT OF THE
DB2 DATA BASE MANAGEMENT SYSTEM

TABLE OF CONTENTS

AUDI T SCCOPE AND GBJECTI VES

OONCLUSI ONS

AUDI T PROCEDURES

AUDI T CONDI TI ONS, RECOMMENDATI ONS, AND AUDI TEE RESPONSES

1.

ouhs Wb

Dat a Base Managenent is Not Consolidated Wthin the Data
Base Lnit . . C e e e
Gf-line Ut|||t|es Bypass DBZ Securlty : .
Dat a Base Admnistrator Privileges Shoul d Be Judl CI ousl y
Controlled . .
Dat a Changes By DBZ Adm n| strat ors

Browsi ng of Data Needs Tighter Restricti ons

Instal | ati on Perfornmance Paraneters and Periodic Ival nt enance
Processes WIl Need to Be Refined to Meet Future Wrkl oad
Requi renent s . .

DB2 Subsystem Support Procedures Are I\bt Docunent ed

DB2 SYSTEM AUTHORI ZATION CATALOGJES . . . . . . . . . . . . Appendix A

oot o1 o1

O 00~

10
13



FDIC

Federal Deposit Insurance Corporation
Washington. D.C. 20429 Office of Inspector General

OFFICIAL AUDIT RELEASE April 10, 1996
DETAIL AUDIT REPORT

MEMORANDUM TO: Donald C Demtros, Drector
D vision of Informati on Resources Managenent

FROM: R chard E Wngate
Assi stant | nspector General

SUBJECT: Information Systens Audit Report on the
DB2 Data Base Managenent System

As a part of our responsibility for providing independent audits o f
corporate automated systens for the Board of Drectors, we hav e
conpl eted an informati on systens audit of the DB2 Data Base Managenent
System The audit was initiated on August 16, 1995, and was perforned

by the perational Systens Audit Branch. Audit field work w as conpl et ed
on January 17, 1996. W issued seven Prelimnary Statenments of Audi t
Gondition and Corrective Action to the Dvision of Informati on Resources
Managenent (DIRV) on January 18, 1996 for witten responses. Due to the
length of DIRMs responses, we have incorporated excerpts from th e
responses into the details sec tion of the draft report. A draft report
was issued to DIRMon March 20, 1996.

The DB2 Data Base Managenent Systemis a product of the Internationa

N —

Busi ness Machines (IBVM) Corporation. Purchased by FDIC in 1991, DB
provi des desirabl e enhancenents over the hierarchical data base system

in use. DB2 is a relational data base that stores data in table S
accessed by field value only. It provides effective controls ove r
access, concurrency, and the integrity of data. Cher benefits of DB2

is the ability to reduce data redundancy, increase data accessability,

and enabl e effective recovery.

The nunber of new or redesigned application systens using DB2 ha S
increased steadily since its purchase. Mainfranme application system S

presently supported by DB2 inc lude the Personnel Access Request System
(PARS), Payroll/Personnel, Negotiable Collateral System the Nationa I
Contractor System and the Tel ephone Mnitoring and Reporting System :
In addition, efforts are underway to upgrade najor Corporate system S
(general |edger, travel, accounts payable, etc.) purchased from Wl ker
Interactive Products Systens to DB2 managed systens recently devel oped

by \al ker.

The popul arity of DB2 has also |led to the availability of a significant
nunber of software support pac kages distributed by third party vendors.
FDLC has purchased several of these packages to enhance quer y
capabilities, performance nonitoring, and naintenance. In addition :
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al nost every major application programm ng | anguage used in the narket
today supports DB2's Structured Query Language.

AUDIT SCOPE AND OBJECTIVES

The audit scope included system software and utilities which directl y
make-up and support the DB2 System The audit also included a limted
review of application systens running under DB2 in production an d
dev el opnent . Future QG audits will evaluate the application system
running under DB2 in greater depth. The objectives of this audit were
to: 1) evaluate the security of the DB2 environnent; 2) evaluate the
ef f ectiveness of internal access controls over data; and 3) determn e
the effectiveness of DB2 nai ntenance.

(7))

The audit was perfornmed in accordance with generally accepted auditing
standards and the standards for perfornmance audits contai ned inthe US.
Ceneral Accounting Ofice Governnent Auditing Standards: 1994 Revision
as pronul gated by the Conptroller CGeneral of the United States.

CONCLUSIONS

A detail ed di scussion of each condition and reconmmendati on, along wth
managenent's response, is presented in the audit report. It ens whi ch we
consider particularly signific ant are summarized bel ow under each audit
obj ecti ve.

Security of the DB2 environnment

Security of the DB2 environnent is adequate. W found that DB2 system
l'ibraries and subsystemfiles are generally protected fromi nadvertent

or nalicious access. The prinmary nmeans of protecting nainfr ame software
systens and data is provided b y the Access Control Facility (ACF2). W
found a few instances in which ACF2 rule sets needed to be nodified to
prevent unaut horized access using powerful utilities. These utilities
have the capability of directly accessing DB2 files without regard for
DB2's security or operational status. The utilities could be used t o]
browse and nodify production data bases and could potentially disrup t
operations of the DB2 system

Ef fecti veness of internal access controls over data

Internal access controls are fair. Privileges granted to DB 2 users were
not sufficiently limted to provide proper separation of duties and to
prevent browsing of sensitive data. The related audit conditions ar e
sumari zed bel ow

. Data Base Administrator Privileges Should Be Judiciously Controlled (Condition 3)

Data base admnistrator privileges have been granted to Data
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Base Unit (DBU) personnel although such access is not needed
on a daily basis.

The assignnment of data base admnistrator privileges to a
group ID provides users wthin the group, unrestricted access
to all resources associated with the specific data base
Users assigned as systens admnistrators have unrestricte
access to all systens and all data base resources. W found
that the group IDs for the data base admnistrators of eac h
data base generally contained from 9 to 12 DBU enpl oyees :
Ther efore, these enpl oyees can access all data bases usin g
powerful admnistrator privileges. In addition, two systens
install admnistrators and five system admnistrators als o]
have data base admnistrator privileges. Docunent ati o n
showi ng the assignnents of DBU personnel generally limte d
admnistrative controls of each data base to only on e
adm ni strator and two backups. Additionally, we determ ned:
(1) two DBU enpl oyees had DB2 admnistrators privileges bu t
were not assigned DB2 responsibilities; (2) one DB 2
admnistrator possessed the powerful system admnistrato r
e
e

o -

privileges wthout the equivalent responsibilities; (3) th
LAMS Systemis two DB2 data bases that are managed by th
System Support G oup were assi gned 6 data base admnistrators

even though the required support work was mninal; and (4) t he
National Finance Center (NFC support data bases included an
IDfor a data base admni strator who no | onger works for FD C

* * * Ayditee Response * * *

DIRM concurs with the philosophy of the recommendation
However , current operational policy precludes imrediat
i npl emrent ati on of the recomendati on.

o -

The two enployees of DBU who had data base admnistratio
privileges but were not assigned to specific admnistratio
tasks have been provided | esser access privileges. The DB
adm nistrator wth SYSADM privil eges, who does not perfor
this function, has had the aut horization renoved. The system
admnistrator who no longer works for the FDIC has had th e
aut hori zati on renoved.

I NS S

The Data Base Unit (DBU and Security Admnistration Section
(SAS) will conduct a feasibility study to determne if th
“fire call” procedures previously used by the RIC ar
transferrable to the FDIC, in terns of issuing energenc
authorizations in a very short timefrane, and if thes
procedures wll neet the operational needs of the DBU |
feasible, DBU and SAS wll work together to inplenent th
procedures, change the current policy, and conply with th
reconmendat i on. The target conpletion date for thi
feasibility study is 5/31/96.

OoOoD O OO
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. Data Changes By DB2 Administrators (Condition 4)
DB2 admnistrators have the authorization to insert, delet e
and update nearly any production data base using DB2 utiliti es
and third party vendor software packages. I n energenc y
situations, this |level of access nay be required for instanc e,
to repair or correct data outside of the applicatio n
envi ronnent. However, we noted instances in which routin e

changes were carried out by the admnistrator that should ha ve
been nmade t hrough the respective application resource.

* * * Ayditee Response * * *

D RM concurs with this finding/recomrendation and notes th e
fol | ow ng:

. The data changes nmade by DBUt o the application cited in
this finding, PARS, were energ ency in nature. PARSis a
critical personnel application which processes personnel
changes being sent to the Nati onal Fi nance Center (NFC).
Because of the disruption to enployees if PARS processin ¢
were interrupted, the DBU has nade corrections t o]
corrupted PARS data upon witten request of the dat a
steward for PARS. Al changes are logged to the DB 2
active log and docurmented with the witten change contro |
docunent fromthe data steward.

DBU issued a neno to all DBU D BAs dated 2/6/96 that addressed
the new procedures all DBAs sh ould followto ensure that only
energency data changes are nad e by DBU staff. DBUw I issue
a nmenorandum to application units by 4/15/96 stating that :
except in energencies certified by the data steward, no data
changes will be nmade by DBU staff.

. Browsing of Data Needs Tighter Restrictions (Condition 5)

Access authorizations granted to users through DB2's syste m
security catal ogues allowed view ng of sensitive data. N ne

views to one data base included in our review containe d
sensitive bank infornmati on which were granted “PUBLI C' acces S.

* * * Ayditee Response * * *

DIRM concurs with this recommendation. The nine views cited
were dropped on 1/26/96. This “sensitive bank information ”
was a test mgration between DATACOM and DB2, and was approv ed
by the data steward.

Currently DBU internally reviews PUBLIC access on a nonthl y
basis, to ensure that any data declared by the data steward to
be sensitive is not granted PUBLIC access. As a part of the
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project devel oprment, DB2 DBAs will continue to coordinate w th
the project managers to inplenent the appropriate accesses :
PUBLI C or ot herw se.

Overall effectiveness of DB2 mai nt enance

Mai nt enance of the DB2 system s adequate, but as nore application data
bases are added and as they grow in size, performance could suffe r
unl ess inprovenents are nmade. Qur technical analysis of installatio n
paraneters, systemauthorization catal ogues, and the ACF2 gr oup IDfile,
resulted in recomrendations fo r future inprovenents in maintenance that
should be mnmade prior to comtting to other, nore expensive :

alternatives. In addition, we found that sonme data bases we re not under
the auspi ces of DBU Qur review disclosed that the quality o f
mai ntenance provided these data bases was not sufficient to ensur e
adequate reliability and recovery. To ensure a high quality o f
mai nt enance, we believe that the admnistration of DB2 production data

bases should be centralized in DBU V¢ also recommended tha t

nmai nt enance procedures be suff iciently docunented in |ight of potential
staff changes that could occur as a result of reorganization o r
downsi zi ng.

AUDIT PROCEDURES

The audit procedures and techni ques used to achi eve the audi t objectives
included the followng: (1) review of the system paraneters used t o]
install DB2 in the five subsystens currently used by FD C ( 2) review of

ACF2 rule sets and resource se ts that are applicable to DB2 operati onal
security; (3) analyzed the capabilities of DB2 supplied utilities a S

well as third party utility packages capable of accessing DB2 syste m
catalogs and application data bases; (4) devel oped Query MNanagenen t
Facility (QW) code to sel ect, test, and eval uate system catal ogues and

data base tables; and (5) interviewed systens and data bas e
admnistrators.

AUDIT CONDITIONS, RECOMMENDATIONS, AND AUDITEE RESPONSES

1. Data Base M anagement is Not Consolidated Within the Data Base Unit
The managenent of DB2 production data bases residing on the FD C
mai nframe conputer systemis not fully consolidated within t he DBU. As

a result, data bases under the nmanagenent of other units are not being
afforded the quality of the autonmated nmaintenance and performanc e
routines developed and utilized by DBU to ensure effective operation S
and recovery.

Qur review of two LAM S dat abases managed by the System Support Uni t
found that the back-up procedures were not autonated and hence :
inconsistently performed. One data base was backed-up |ess than hal f

the prescribed tine. The other was backed-up only two nonths durin g
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1995, even though the admnistrator stated standards require full backup
every two weeks.

In contr ast, DBU uses automated tools that ensure that data bases an d
other DB2 resources are backed-up every two weeks. DBU provi de S
additi onal resources not possessed by other units that could nor e

effectively manage the sensitive data bases incl udi ng:

DBU wuses automated naintenance tools that quickly detec t
performance probl ens and i nformsystemadmnistrators of the nost
effective corrective strategies;

DBU admni strators have the te chnical expertise to quickly correct
DB2 related problens. DBUsys temand data base admnistrators are
continually trained in techniques to enhance performance an d
efficiently resol ve data base problens. The Systens Support Unit
admnistrator stated data base nanagenent was not his highes
priority and many times had to relearn even the nore basic dat a
base support procedures;

—+

DBU is supported by automated change control procedures thereb y
reduci ng risk of unauthorized program changes;

DBU procedures granting access to DB2 data are standardi zed and are
managed by separation of duty controls;

Recovery procedures have been tested for all data bases nanaged by
DBU.

A ven the significant growh of DB2 data bases over the next few years
including the potential transfer of Resolution Trust Corporation (RTC
data bases, the inportance of centralized mai ntenance and perfornanc e
tuning is essential to ensuring an adequate response tine, consistency

in security methodol ogies, and the ability to tinely and fully recover
critical systens and dat a.

Recommendation:

DRM should develop policy that centralizes DB2 perfornmance an d
mai ntenance responsibilities in DBU DBU should discuss with th e
various units currently managi ng production DB2 data bases t he | ogi stics
for transferring mai ntenance responsibilities for the data b ases to DBU.

Auditee Response:

The DB2 DBA access for the LAMS Support Unit was renoved on 3/15/96
This action placed all of the DB2 DBA functions within DBU  The recent

D RM reorgani zati on addresses the centralization of DB2 DBA functions by
pl acing the functions in a single unit.
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2. Off-line Utilities Bypass DB2 Security

ACF2 rules sets governing access to DB2 subsystem objects (syste m
cat al ogues, data bases and their tables, plans, etc.) are no t sufficient
tolimt access using powerful off-line utilities. These utilities can
access DB2 resources outside the control of the DB2 managenent system
regardl ess of the operational status of the DB2 systens. As a result,
restrictions placed on access to objects by the system and data bas e
admnistrators using DB2 can be bypassed.

Mai nfr ame system libraries contain a nunber of powerful wutilitie S
capabl e of accessing DB2 objects. Exanple of these utilities includ e
DSNLCCOPY, DSNLPRNT, and | DCAMB. These utilities can be invoked at any
time, even if the DB2 systemis disabled. The utilities ena bl e users to
browse, copy, and wite to DB2 objects wi thout being subjected to DB 2
restrictions. Mdifications could be attenpted using these utilities to
nodi fy DB2 system catal ogues and thereby inappropriately gra nt access to
DB2 objects. In addition, use rs of these utilities could intentionally

or unintentionally disable DB2 operations. Instructions for usi ng these
utilities are available to all on-1ine TSO users.

W reviewed the ACF2 rule sets for systemlibraries and for the DB 2

l'ibraries. The system libraries containing the utilities are open t 0]
all users. The DB2 production and devel opnent |ibraries under project
code 9102 were open to 89 logon IDs that included a GO CP student, a

unit secretary, and eight test |Ds.

Recommendation:

W recommend that DIRM review the ACF2 rule sets for production an d
devel opnent DB2 objects and en sure access to the objects is appropriate
and commensurate with authorizations granted by system and data bas e

adm ni strators.

Auditee Response:

The Security Admnistration Section (SAS) and the Database Unit (DBU )
wor ked together and Iimted access though the use of ACF2 rule sets to
production and devel opment DB2 objects. They also reviewed and limted
access to DB2 off-line utilities and other packages capable o f
di ssemnating DB2 data base files. SAS and DBU conpl eted th ese tasks on
3/ 15/ 96.

3. Data Base Administrator Privileges Should Be Judiciously Controlled

Dat a base admnistrator privileges have been granted to DBU personne I
al t hough such access is not needed on a daily basis.

The assignnent of data base admnistrator privileges to a group | D
provides users within the group, unrestricted access to all resource S
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associated wth the specific data base. Users assigned as system S
admni strators have unrestricted access to all systens and a Il data base
resources. W found that the group IDs for the data base ad mnistrators
of each data base generally contained from 9 to 12 DBU enpl oyees :
Therefore, these enployees can access all data bases using powerfu I

adm ni strat or privil eges. In addition, two systens instal I
admni strators and five system admnistrators also have data bas e
admni strator privileges. Docurmentation show ng the assign nments of DBU
personnel generally limted admnistrative controls of each data base to
only one admnistrator and two backups. Additionally, we determ ned

(1) two DBU enployees had DB2 admnistrators privileges but were no t

assigned DB2 responsibilities; (2) one DB2 adm ni strator possessed the
power f ul system admnistrator privileges wthout the equivalen
responsibilities; (3) the LAMS Systenis two DB2 data bases that ar
managed by the System Support Goup were assigned 6 data bas
adm nistrators even though the required support work was mninal; an
(4) the National Finance Cente r (NFCQ support data bases included an ID
for a data base admnistrator who no | onger works for FD C

o Do~

Adm ni strator access to produc tion data bases should be [imted to only
those responsible for their da y-to-day mai ntenance. QO G does recogni ze
exceptions to this separation of duties convention, such as holidays :
off-site training, or other events that may |limt the nunber o f
admnistrators on call.

Recommendation:

V¢ recommend that DBU limt personnel assigned to group IDs as data base
admnistrators except under unique circunstances such as holidays
Exceptions should be limted to the tine period surrounding th e
ci rcunst ances.

Auditee Response:

D RMconcurs with the phil osophy of the recommendation; Howe ver, current
oper ati onal policy precludes imediate inplenentation of th e
recomendat i on.

The two enpl oyees of DBU who had data base admnistration pr i vil eges but
wer e not assigned to specific admnistration tasks have been provide d
| esser access privileges. The DB2 admnistrator wth SYSADM privil eges,
who does not performthis function, has had the authorization renoved.

The system admnistrator who no | onger works for the FD C has had th e
aut hori zati on renoved.

The Data Base Uhit (DBU and S ecurity Admnistration Section (SAS) will
conduct a feasibility study to determne if the “fire call” procedures
previously used by the RTC are transferrable to the FDIC, in terns o f
I Ssui ng energency authorizations in a very short timefrane, and if these
procedures will meet the operational needs of the DBU If f easi bl e, DBU
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and SAS will work together to inplenment the procedures, change th e
current policy, and conply wth the recomendation. The targe
conpl etion date for this feasibility study is 5/31/96.

—+

4, Data Changes By DB2 Administrators

DB2 adm ni strators have the authorization to insert, delete and update
nearly any production data base using DB2 utilities and third part y
vendor software packages. In energency situations, this level o f
access may be required for instance, to repair or correct data outside

of the application environment. However, we noted instances in whic h
routine changes were carried out by the admnistrator that shoul d have
been made through the respective application resource.

Separation of duty principles require data base admnistrato rs to nodify
table and data base attributes but restrict them from nmaking routin e
nodi fications to application data. The primary reason is th at aut omat ed

and manual data integrity controls reside within the applicatio n
environment to protect the integrity of the data from erroneous o r
unaut horized data nodifications. Data base admnistrators usin g
"backdoor" access to the tables avoid the data integrity controls an d
thus increase the risk for inaccurate or unauthorized data revision
Additionally, restricting data nodifications from DB2 adm nistrator S
allows accountability toresid e with the application users and not DBU.

Qur review of change requests docunents for the PARS data base indicate

data base admnistrators nodified PARS data directly from the DB 2
t abl es. For exanple, two change control docunents indicate the dat a
base admnistrator added logon ID 'RCL102' to PARS tables so th e
enpl oyee coul d assune responsibility to revi ew personnel act ions. Qher
change requests indicate data base adm ni strators addi ng enpl oyees t o]

initiate personnel actions or altering social security nunbers of PARS
users. Considering the high risk nature of such personnel data, these
nmodi fi cations should not be executed outside the application control S
designed to support data reliability and integrity. Additional ly :
considering that all FD C financial data bases will soon be managed by

DB2 adm ni strators, DBU nanagenent shoul d require and docune nt standards
that will caution DB2 admnist rators in nmaking routine nodifications to
DB2 dat a.

Recommendation:

DBU nmanagenent should docunent standards that wll caution DB
adm ni strators from making routine nodifications to data using direc
access net hods such as SPUFI and QW Except in energencies, dat
changes such as those described above shoul d be processed through th
application, thus limting accountability for data accuracy to th
application users.

DD TN

Auditee Response:
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D RM concurs with this finding/recomrendati on and notes the follow ng:

. The data c hanges nade by DBU to the application cited in thi S
finding, PARS, were energency in nature. PARS is a critica I
per sonnel application which pr ocesses personnel changes bei ng sent
to the National Finance Center (NFQ. Because of the disrup tion to
enployees if PARS processing were interrupted, the DBU has nad e
corrections to corrupted PATS data upon witten request of t he data
steward for PARS. Al changes are logged to the DB2 active | og and
docunented with the witten change control docunment fromthe data
st ewar d.

DBU issued a nmeno to all DBU DBAs dated 2/6/96 that addressed the ne
procedures all DBAs should follow to ensure that only emergency dat
changes are nade by DBU staff. DBU will issue a nenorandum t
appl ication wunits by 4/15/96 stating that, except in emnergencie
certified by the data steward, no data changes w |l be nade by DB
staff.

CcCnuoos

5. Browsing of Data Needs Tighter Restrictions

Access authorizations granted to users through DB2's system securit y
cat al ogues al | owed vi ewi ng of sonme sensitive data.

N ne views to one data base included in our review contained sensitive
bank information which were granted “PUBLIC access. Views are DB 2
objects that enabl e authorized users to access infornmation (colums and
rows) in data base tables in a natter specified by the creator of th e
view Wen DB2 objects are gr anted to “PUBLIC’', any user could use one

of several avail abl e vendor packages (e.g. QW, BMC software products,

or SPUFI) to browse or possibly nodify the tables.

Recommendation:

VW recommend that the System and data base admnistrators and the data
stewards assigned to their respective application data bases shoul d
revi ew DB2 obj ects granted “PUBLIC' access to ensure that se nsitive data
cannot be conprom sed.

Auditee Response:

DRM concurs with this recommendati on. The nine views cited wer e
dropped on 1/26/96. This “sensitive bank information” was a tes t
mgration between DATACOM and DB2, and was approved by the d ata steward.

Qurrently DBU internally reviews PUBLIC access on a nonthly basis, t o]
ensure that any data declared by the data steward to be sens itive is not
granted PUBLI C access. As a part of the project devel opnent, DB2 DBAs

will continue to coordinate with the project nanagers to i npl enent the
appropriate accesses, PUBLIC or otherw se.
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6. Installation Performance Parameters and Periodic M aintenance Processes Will Need to Be Refined
to Meet Future Workload Requirements

As the nunber of DB2 application systens increase over the short term
installation performance param eters and nmai nt enance processes w |l need

refining in order to maintain the level s of system perfornan ce currently
enjoyed by DB2 users. These paraneters and processes include th e
restrictions and maintenance of primary (user |ogon) and group IDs i n
DB2, periodic clean-up of system catal ogues, placenent of restrictions

on the use of DB2 objects for on-line ad hoc queries, and t he exi stence
of non-busi ness data bases in the producti on subsystem

Usage of the DB2 Data Base Managenent Systemfor production applications
is steadily increasing. As famliarity of DB2 increases, nor e
applications wll nost |ikely be devel oped or redesigned using DB2
Qurrently, nost application systens in DB2 are not heavy vol ume syst ens.

However, mnajor financial systens developed by Walker Interactiv e
Products Systens are being sla ted for conversion to DB2 in 1996. These
are anong the largest of the Corporation's application syste ns requiring
optinum performance to handle the large volune of daily input an d
inquiries.

Qur review of the naintenance processes and paraneters in effect in the
current DB2 subsystens disclos ed the follow ng areas where changes will
be needed to ensure continued optinmm perfornance:

Restrictions and Mai ntenance of Primary (ACF2) and G oup |IDs

A user's primary authorization IDis their ACF2 logon ID. Wen a user
requests access to DB2, a secondary IDfile is searched to a ssoci ate the
user's ACF2 IDto a preassigned secondary or group ID.  Assigning DB 2
users to group IDs rather than by their ACF2 IDIimts the potentially
severe consequence known as th e “cascade effect”. If an ID s authority
is revoked in DB2, all objects created and/ or authorizations granted by
that IDare disabled. ACF2 IDs are highly susceptible to re nmoval due to
transfers or departures.

Qur review of the DB2 production subsystemis (DB2P) authorizatio n
cat al ogues di sclosed the use of ACF2 IDs for 6 users. Five of the six

logon IDs can not be deleted fromthe system catal ogues as it woul d
cause the di sabling of 8 data bases and 13 plans in production. | t
woul d al so cancel 383 authorizations nade by these logon IDs to othe r
group IDs in production. The other ID (JH425 found in DB2P S
SYSTABAUTH) could be removed w ith little inpact as it was just recently
used for the first tine.

V¢ al so reviewed ACF2 |1 Ds assigned to group | Ds and conpared themto the
ACF2 data base. The conparison revealed 11 IDs contained in the group

ID file that no longer exist in the ACF2 data base. In addition, th e

group IDfile contains 105 log on IDs that have been cancel ed and 5 that
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have expired. O these, 21 |ogon |IDs had never accessed the mainfrane
conputer system Three of the logon IDs were assigned data bas e
admnistrator privileges to four data bases.

Periodic dean-up of the DB2 System Cat al ogues

The DB2 systemis authorization catal ogues all ow system and data bas e
admnistrators to control access to objects. Before users are all owed
access to DB2 objects, DB2 checks the applicable authorizatio
catal ogues to determne if 'the user has been granted the requeste
aut hority. The prinmary catalogues used for security are briefl y
descri bed i n Appendi x A

(@R}

| nadequat e mai ntenance of the authorization catal ogues can result i n
weakened access controls and ultinmately in perfornance problens due to

the size of the catal ogues. Accordingly, we reviewed authorizatio n
cat alogues for three DB2 subsystens (DB2P, FISP, and a devel opnen t
subsystem) to detect identical aut hori zation entries (ie., where one or
nore identical entries were recorded). The follow ng table presents the
result s of our review Mst of the redundant entries were found i n

SYSTABAUTH and SYSPLANAUTH gra nting permssions to the sane ID or plan.
Also, the table presents only those occurrences in which the sam e
permssion is recorded 3 or nore tines.

SYSTEM OCCURRENCES TOTAL ENTRI ES

DB2P 29 90

Fl SP 158 617

Devel opnent Subsyst em 152 599
Qur review al so found authorization records in DB2's securit y cat al ogues
for obsolete versions of vendor utilities. Future mai ntenanc e

procedures should include elimnation of authorization records as they
generally are not needed once the new version of the software has been
tested and approved for use.

Restrictions on the Use of Conputer Resources in Ad Hoc Queries

DB2 provides the systeminstallation admnistrator with paraneters t o]
set limts on objects that can be utilized during on-1ine processing

The paraneters are established in the Resource Limt Facilit y. QW also
allows for setting of governors in it's Resource Table that limt th e

amount of resources that can b e utilized during on-line ad hoc queri es.

Review of DB2 installation par aneters disclosed that the Resource Limt

Facility was turned on. However, the paraneter, “NO LIMTS wa S
specified, effectively bypassing any limts on use of resour ces. Review
of the QW Resource Table found that limts had been establi shed but the
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“Scope” field contain a null value effectively shutting off th e
gover nor .

Qurrent DB2 workl oad requi renents can apparently handl e nmass i ve resource
requests. However, in future environnents, close attention to requests
may be required to naintain perfornmance.

Non- Busi ness Data Bases in the Production Subsystem

Qur review also disclosed the existence of non-business data base S
residing in the production subsystens. They appear to be vendo r
suppl i ed data bases set up for training purposes and are accessible to

al | users. Non- busi ness data bases should not be maintained in th e

producti on environment.

Recommendation:

V¢ recommend that DBU periodically reviewthe use of ACF2 logon IDs in
the DB2 catal ogues. Wth the exception of the five |IDs nent i oned above,
all other uses of the ACF2 | ogon I D should be pronptly corrected.

As future workload and response times increase, DBU should firs t
evaluate the reported conditions to determne their feasibility i n
i nproving DB2 performance befo re inplenenting nore costly alternatives.

Auditee Response:

DBU in conjunction with the S ecurity Admnistration Section (SAS), has
been periodically reviewing all logon IDs in the DB2 catal ogues t 0]
determne if any should be deleted. This practice becane effective on

12/ 31/ 95 and continues on a nonthly basis.

DB2 performance reports will be nonitored on a weekly basis and th
system will be tuned on a quarterly basis or as required for maxi nu
ef ficiency. The initial tuning will be conpleted by 3/31/96 (Thi
action was conpleted per DORMs April 3, 1996, response to the draf
report).

'_"U)BCD

DBU will renmove all vendor-supplied non-business databases from th e
production environment, and w || archive these databases for use during
mai nt enance upgrade testing, by 4/30/96.

7. DB2 Subsystem Support Procedures Are Not Documented

DBU has not docunented the DB2 subsystem back-up, perfornmance, an d
mai nt enance procedures. Qur analysis of the procedures used by DB U
found that the procedures were conprehensive and adequately support the

DB2 environment. However, the procedures need to be docunen ted so that:
(1) managenent maintains accountability controls to ensure thes e
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procedures are consistently performed, (2) managenent can review an d

determne if the controls are conplete or need to be nodifie d to support
t he changi ng DB2 environment, and (3) standards supporting D B2 resources
will be maintained even though staff changes may occur due to DR M
reorgani zati on or FDI C downsi zi ng.

Present|ly, DBU has assigned two systemadmnistrators the re sponsibility
for subsystem nai nt enance, per f or mance, and  back- up. Th e

adm nistrators, wusing BMC software, have designed nunerous autonate d
threshol ds that nonitor and correct performance problens. A dditionally,
the admnistrators follow thru on various subsystem support issue S
requi ring manual intervention. Exanples include:

. periodic reviewto determne adequacy of all DB2 tabl e backups;

. daily review of critical maintenance indicators;

. standard error correction procedures when perfornmance o r
mai nt enance probl ens ari se.

These conprehensive automated and nai ntenance procedures have bee n

devel oped thru extensive classroomand on-the-job training, however they

have not been docunented and thus are not fornally established as DB U
standards. Wthout docunentation, nanagenent |oses the accountability
controls whereby they can assure these standard procedures ar e
consistently perforned. Mre inportantly, the present FD C downsi zi ng
process nmay reorganize responsibilities such that present DB 2
adm ni strators are not assigned DB2 responsibilities thereby |osin g
t hese undocunent ed DB2 support techniques. Furthernore, DB2 staff nay

be reduced and i nadvertently result in elimnating many of t hese present
support procedures. Additionally, considering that all RIC data i S
supported by DB2 and that all FD C financial data will be supported by

DB2, FD C managenent should en sure DB2 subsystem support procedures are
docunent ed and consi stently applied.

Recommendation:

The DB2 system adm nistrators shoul d docurment present automated an d
manual perfornmance, maintenanc e, and backup procedures. DBU nanagenent
shoul d revi ew, approve, and assure their consistent application.

Auditee Response:

DRMconcurs with this finding. DBU has initiated a project t o docunent
the procedures we have in place and ensure that future procedures ar e
docunmented. Further, we will add a review of these procedures to ou r
internal controls. This project will be conpleted by 5/01/96.
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APPENDI X A
DB2 SYSTEM AUTHORIZATION CATALOGUES

CATALOGUE NAME DESCRI PTI ON

SYSUSERAUTH Records DB2 system privileges held
by users

SYSDBAUTH Records privileges held by user s
over data bases

SYSTABAUTH Records privileges held by user s
on tabl es and vi ews

SYSPLANAUTH Records privileges held by user s
over plans

SYSCOLAUTH Records the update privileges held

by users on individual colums o f
a table or view

SYSRESAUTH Records privileges held by user s
over buffer pools, storage groups,
t abl espaces, and col |l ecti ons

SYSPACKAUTH Records privileges held by user s
over application packages



